
Centre for High Performance Computing 2022 National Conference

Contribution ID: 124 Type: Talk

MQFIP: Towards a Digital Forensic Investigation
Process of a Compromised MySQL Database

Thursday, 1 December 2022 10:55 (20 minutes)

Database forensics, is a branch of digital forensic science that allows forensic examination of databases to be
conducted by following normal digital investigation, processes. Regardless, while conducting investigation
processes on databases, the aim is always directed towards the extraction of Potential Digital Evidence (PDE)
in a forensically sound manner. More often than not, forensic investigations on databases targets data in
a database, the metadata and this data may at different instances contain important facts that can be used
to prove or disprove facts in a court of law during criminal or civil proceedings. Normally, the metadata
forensically presents a technique that determines how the digital data that is extracted from the databases can
be interpreted. The main problem that is being addressed in this paper is how a digital forensic investigation
process can be applied to a compromisedMySQL database. The research has achieved this by simulating attack
scenarios, reconstructingMySQL database and conductingMySQL Forensic Investigation Process (MqFIP) and
the findings have been extrapolated well.
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