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Organisations in developing countries face uneven cybersecurity readiness shaped by national laws, institu-
tional capacity and market conditions. This paper proposes a Holistic Cybersecurity Readiness Assessment
(CSRA) that links an External Cybersecurity Environment Assessment (Tier 1) with an Internal Readiness
Self-Assessment (Tier 2) across governance, people, pro-cess and technology. The tool integrates a structured
review of standards and national initiatives with practitioner input to derive profiling dimensions and factors
of relevance. The paper presents the instrument design, scoring approach, and reports an initial pilot to ex-
amine face and content validity The contribution is a practicable method that aligns organisational control
priorities with the external context so that improvement plans are defensible and se-quenced. Early findings
suggest the two-tier linkage clarifies dependencies be-tween regulation, capacity and internal practices. The
paper concludes with limitations and next steps for broader validation across multiple national settings.
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