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In recent years, cybercrimes have become more prevalent and impactful for all users of modern technology.
Consequently, various artificial-intelligence-driven intrusion detection software have been implemented to
detect and prevent such cyberattacks. Some well-known tools include Microsoft’s Security Copilot and Sen-
tinelOne’s Singularity. However, such AI tools are of-ten difficult to train and maintain, primarily because of
the lack of available cybersecurity datasets. Furthermore, even when real cybersecurity datasets are collected,
they may lack balance, reliability, and variety, making them inefficient for training AI intrusion detection
tools. A trending solution to this predicament is synthetic data generation, particularly for meeting commer-
cial cyber-security dataset requirements. However, synthetic data generation simply mimics the structure
and content of real datasets and often reproduces the poor characteristics of the real datasets. Therefore, this
study proposes the inclusion of Data Quality Metrics and data optimisation techniques during the synthetic
data generation process to improve the quality of synthetic cybersecurity datasets. At the pinnacle of this
research, an optimal process for producing synthetic datasets for cybersecurity research is proposed.
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